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Secure Communication in Stochastic Wireless
Networks—Part II: Maximum Rate and Collusion

Pedro C. Pinto, Member, IEEE, Jodo Barros, Member, IEEE, and Moe Z. Win, Fellow, IEEE

Abstract—In Part I of this paper, we introduced the intrinsically
secure communications graph (¢S-graph)—a random graph which
describes the connections that can be established with strong se-
crecy over a large-scale network, in the presence of eavesdroppers.
We focused on the local connectivity of the :S-graph, and proposed
techniques to improve it. In this second part, we characterize the
maximum secrecy rate (MSR) that can be achieved between a node
and its neighbors. We then consider the scenario where the eaves-
droppers are allowed to collude, i.e., exchange and combine infor-
mation. We quantify exactly how eavesdropper collusion degrades
the secrecy properties of the network, in comparison to a noncol-
luding scenario. Our analysis helps clarify how the presence of
eavesdroppers can jeopardize the success of wireless physical-layer
security.

Index Terms—Colluding eavesdroppers, physical-layer security,
secrecy capacity, stochastic geometry, wireless networks.

I. INTRODUCTION

HE ability to exchange secret information is critical to

many commercial, governmental, and military networks.
Although much has been achieved in terms of securing the
higher layers of the classical protocol stack, protecting the
physical layer of wireless networks from one or multiple eaves-
droppers remains a formidable task. The theoretical foundation
for physical-layer security over noisy channels, which builds
on the notion of perfect secrecy [1], was laid in [2] and later in
[3]. More recently, space—time signal processing techniques for
secure communication over wireless links appeared in [4], and
the secrecy capacity of various single-input multiple-output
(SIMO) fading channels was established in [5]. The concept of
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outage secrecy capacity of slow fading channels was presented
in detail in [6], whereas the ergodic secrecy capacity of fading
channels was derived in [7] and [8]. The presence of colluding
eavesdroppers is considered in [9], but restricting its attention
to a fixed number of eavesdroppers placed at the same spatial
location.

In Part I of this paper [10], we introduced the intrinsically
secure communications graph (:S-graph)—a random graph
which describes the connections that can be securely estab-
lished over a large-scale network. We focused on the local
connectivity of the iS-graph. In this second part, we study the
achievable secrecy rates, as well as the effect of eavesdropper
collusion on secure connectivity. The main contributions of
this paper are as follows:

1) Maximum secrecy rate (MSR) in the iS-graph: We pro-
vide a complete probabilistic characterization of the MSR
between a typical node of the Poisson ¢S-graph and each
of its neighbors. In addition, we derive expressions for the
probability of existence of a nonzero MSR, and the proba-
bility of secrecy outage.

2) The case of colluding eavesdroppers: We provide a char-
acterization of the MSR and average node degrees for sce-
narios in which the eavesdroppers are allowed to collude.
We quantify exactly how eavesdropper collusion degrades
the secrecy properties of the legitimate nodes, in compar-
ison to a noncolluding scenario.

This paper is organized as follows. Section II briefly reviews
the system model introduced in Part I. Section III considers the
MSR between a node and its neighbors. Section I'V characterizes
the case of colluding eavesdroppers. Section V concludes the
paper and summarizes important findings.

II. MODEL SUMMARY

We briefly review the system model. The iS-graph, intro-
duced in Part I, is a convenient representation of the links that
can be established with information-theoretic security in a large-
scale network. If [T, = {z;} denotes the set of legitimate nodes
and IT, = {e;} the set of eavesdroppers, then the edge set of the
1S-graph is given by

E={z;x; : Re(miyz;) > 0} )
where p is the desired secrecy rate for each communication link;
and R, (x;, ;) is the MSR of the legitimate link Z;7, given in
[10, eq. (4)].

For the purpose of this paper, we can write the received power
associated with link Tq, as P,.,(r) = P¢ - g(r), where Py is
the transmit power, r is the link length, and g is the channel

1556-6013/$26.00 © 2011 IEEE
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TABLE 1
NOTATION AND SYMBOLS

Symbol Usage
E{-} Expectation operator
P{-} Probability operator
* Convolution operator
t Conjugate transpose operator
fx(z) Probability density function of X
Fx(x) Cumulative distribution function of X
H(X) Entropy of X
Iy = {z;}, e = {e;} Poisson processes of legitimate nodes and eavesdroppers
ey Ae Spatial densities of legitimate nodes and eavesdroppers
II{R} Number of nodes of process II in region R
Nins Nout In-degree and out-degree of a node
Bz (p) Ball centered at x with radius p
D(a,b) Annular region between radiuses a and b, centered at the origin
A{R} Area of region R
Ry ; Distance between x; € II, and origin
R ; Distance between e; € Ile and origin
#S Number of elements in the set .S
G(z,0) Gamma distribution with mean x@ and variance 62
N (i, 0?) Gaussian distribution with mean p and variance o2
S(e, B,7) Stable distribution with characteristic exponent «, skewness £, and dispersion -y

gain function satisfying the conditions in [10, Sec. II-A]. In the
remainder of the paper, we consider that I, II. are mutually
independent, homogeneous Poisson point processes with densi-
ties A; and A., respectively. We use {R¢;}%2; and {R.;}2,
to denote the ordered random distances between the origin of
the coordinate system and the nodes in II; and II., respectively,
where Ry < Rep < ---and R.; < Re2 < ---. A summary
of the notation and symbols can be found in Table I.

III. MSR IN THE POISSON 4S-GRAPH

In Part I of the paper, we characterized secure connec-
tivity, i.e., the connections whose MSR R (z;, ;) exceed the
threshold ¢ in (1). However, we did not provide any character-
ization of the actual secrecy rate R(x;, ;) supported by the
link z;z;. In this section, we analyze the MSR between a node
and each of its neighbors, as well as the probability of existence
of a nonzero MSR, and the probability of secrecy outage. To
obtain additional insights, we consider that the noise powers of
legitimate nodes and eavesdroppers are equal (02 = o7 = 52)
and that the channel gain is of the form g(r) = 1/72°, where the
amplitude loss exponent b is environment-dependent and can
approximately range from 0.8 (e.g., hallways inside buildings)
to 4 (e.g., dense urban environments).

A. Distribution of the MSR

Considering the coordinate system depicted in [10, Fig. 4],
the MSR R, ; between the node at the origin and its +th closest
neighbor ¢z > 1 can be written for a given realization of the node
positions II; and IL, as

—+
: P - Py
10g2 1+ W - log2 14 W (2)

in bits per complex dimension, where [z]T = max{z,0}. For
each instantiation of the random Poisson processes 11, and II,.,
a realization of the random variable (RV) R, ; is obtained. The

Rs,i -

following theorem provides the distribution of this random vari-
able.

Theorem 3.1: The MSR R, ; between a typical node and its
ith closest neighbor z > 1 is an RV whose cumulative distribu-
tion function (cdf) Fr_ (o) is given by

In2(wAp)*

P, i/b /-+oo 9z
G-Db \o2) ), (@_nwme

[N P, 1/b
xp [ —7mA [ =& —mA| 2 — dz
Xexp | -7 ({(2/:_1) T ‘<2zg_1> z (3)

for o > 0.
Proof: See Appendix A. O

Fr,.(0)=1

B. Existence and Outage of the MSR

Based on the results of Section III-A, we can now obtain the
probability of existence of a nonzero MSR, and the probability
of secrecy outage.

Corollary 3.1: Considering the link between a typical node
and its sth closest neighbor ¢ > 1, the probability of existence
of a nonzero MSR, poxist i = P{Rs,; > 0}, is given by

e\
Dexist,i — U
! o )\ﬂ, + )\e

and the probability of an outage in MSR, poutage.i(0) =
P{R:: < o} = Fr, (0), s given in (3).

Proof: To obtain (4), we note that the event {R;; > R.}
is equivalent to { Nou¢ > é}. Thus, we use [10, eq. (12)] to write

4)

Dexisti =P{Ryi > Re}

_ i )\/. " )\e
B Af + )\e )‘E + )\e

n=t

B A/’ + )\e .

The expression for poutage(g) follows directly from (3). O
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Fig. 1. Probability pexis.,; of existence of a nonzero MSR versus the eaves-

dropper density A, for various values of the neighbor index i (A, = 1 m~—2,
b=2,P/c? = 10,0 = 1bit).
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Fig. 2. Probability poutage,; Of secrecy outage between a node and its 7th
—2

closest neighbor, for various values of the neighbor index i (A, = 1 m™=2,
Xe = 01m™2,b=2, P fo? = 10).

C. Numerical Results

Fig. 1 shows the probability peyis: ; of existence of a nonzero
MSR from a typical node to its sth neighbor, as a function of the
eavesdropper density A.. It can be seen that the existence of a
nonzero MSR R, ; to any neighbor 7 becomes less likely as the
value of A, increases. Furthermore, since f2; 1 < fig2 < -+, as
the value of i increases, the 4th neighbor becomes further away,
and the corresponding pexist ; decreases.

Fig. 2 shows the probability poutage,; Of secrecy outage of a
typical node transmitting to its «th neighbor, as a function of the
desired secrecy rate p. As expected, a secrecy outage becomes
more likely as we increase the target secrecy rate ¢ set by the
transmitter.

IV. THE CASE OF COLLUDING EAVESDROPPERS

We now aim to study the effect of colluding eavesdroppers
on the secrecy of communications. In Sections IV-A-IV-D, we

O Alice (probe transmitter) :
® Bob (probe receiver) 4
X Colluding eavesdroppers :

PR ——

Fig. 3. Communication in the presence of colluding eavesdroppers.

first consider a single legitimate link with deterministic length
ry in the presence of a random process II.. Such simplification
eliminates the randomness associated with the position of the
legitimate nodes. We then consider both random processes 11,
and II. in Section IV-E, and characterize the average node de-
gree in the presence of eavesdropper collusion.

A. MSR of a Single Link

We consider the scenario depicted in Fig. 3, where a legit-
imate link is composed of two nodes: one transmitter located
at the origin (Alice), and one receiver located at a determin-
istic distance 7y from the origin (Bob). The eavesdroppers have
the ability to collude, i.e., they can exchange and combine the
information received by all the eavesdroppers to decode the se-
cret message. The eavesdroppers are scattered in the two-dimen-
sional plane according to an arbitrary spatial process II., and
their distances to the origin are denoted by {R. ;}i°,, where
R&,l S Re,? S

Since the colluding eavesdroppers may gather the received
information and send it to a central processor, the scenario de-
picted in Fig. 3 can be viewed as the SIMO Gaussian wiretap
channel in Fig. 4. Here, the input is the signal transmitted by
Alice, and the output of the wiretap channel is the collection
of signals received by all the eavesdroppers. We consider that
Alice sends a symbol z € C with power constraint E{|z|*} <
FPy;. The vectors hy € C™ and h, € C" represent, respec-
tively, the gains of the legitimate and eavesdropper channels.!
The noise is represented by the vectors wy € C™ andw, € C™,
which are considered to be mutually independent Gaussian RVs
with zero mean and nonsingular covariance matrices 3, and ¥,
respectively. The system of Fig. 4 can then be summarized as

ye =hyr +wy (5)
Ye = hem + We. (6)

The scenario of interest can be obtained from the SIMO
Gaussian wiretap channel in Fig. 4 by appropriate choice of
the parameters hy, h., 3¢, and X., as shown in the following
theorem.

I'We use boldface letters to denote vectors and matrices.
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Legitimate channel

hg Wy
(%) (1)
T
h, We
Eavesdropper channel

Fig. 4. SIMO Gaussian wiretap channel, which can be used to analyze the sce-
nario of colluding eavesdroppers depicted in Fig. 3.

Theorem 4.1: For a given realization of the arbitrary eaves-
dropper process II., the MSR of the legitimate link is given by

oC +
P ! Rez‘,
— oe Py g(re) _ ZEE%J( 2
Re= logg 1+—2 flogz 1+—2
o; o2
(7

where Pr > 2 g(Re ) £ e 18 the aggregate power re-
ceived by all the eavesdroppers.

Proof: For a given realization of the channels h, and h., it
can be shown [11] that §; = h}E, 'y, and . = hiZ 'y, are
sufficient statistics to estimate  from the corresponding obser-
vations y, and y..2 Since sufficient statistics preserve mutual
information [12], for the purpose of determining the MSR the
vector channels in (5) and (6) can be equivalently written in a
(complex) scalar form corresponding to the Gaussian wiretap
channel introduced in [13]. Thus, the MSR R, of the legitimate
channel for a given realization of the channels h, and h,, is given

by
1+h!%, 'heP,
Rs = |logg | — =7 ®)
1 + heze hePE

Setting e = /g0, he = [Va(Re)ov/a(Re).- ]

Y = 071y, and B, = 021, where 07 and ¢? are the noise
powers of the legitimate and eavesdropper receivers, respec-
tively, and I,, is the n x n identity matrix, then (8) reduces to
(7). This concludes the proof. O

B. Distribution of the MSR of a Single Link

Theorem 4.1 is valid for a given realization of the spatial
process II.. In general, the MSR R of the legitimate link is
an RV, since it is a function the random eavesdropper distances
{R..i}2,. The following theorem characterizes the distribution
of the MSR.

Theorem 4.2: If 11, is a Poisson process with density A. and
g(r) =1/r?* b > 1, the MSR R, of the legitimate link is an

2We use 1 to denote the conjugate transpose operator.

RV whose cdf Fr_(p) is given by

0, 0<0
(14 F)2 01
Fr,(0)=4 1-F; — » 0<o<Ry
Dy e (W/\ Cl/b)b%
1, 0>Re
9)
where R, = log, ( + Py /r3o?) is the capacity of the legiti-

mate channel; C,, is defined as

1—«

Co &
(2 — ) cos (%)

(10)

with I'(-) denoting the gamma function; and F'5 () is the cdf

of a skewed stable RV lgmye, with parameters3

~ 1

P,,J:TGNS(O{: 5 g=1, 'yzl) . (12)
Proof: For g(r) = 1/r%%, the MSR R, of the legitimate

channel in (7) is a function of the total power received by the

eavesdroppers, P, = Y2 P JR2 . If T, is a Poisson

process, the characterlstlc function of Pm;e can be written as
[15]

rTr,e

Froe 8 (”‘ =y A=l r=mAly ”b) (13)

for b > 1. Defining the normalized stable RV ]5,%6 = ra,e”Y -t
with v = 7wALy 1/ Pl/b, we have ﬁwp ~ §(1/b.1,1)
from the scaling property [14]. In general, the cdf F5 (-
cannot be expressed in closed form except in the case wﬁere
b = 2, which is analyzed in Section IV-F. However, the
characteristic function of ]Sm’e has the simple form of
b5, (w) = exp (—|w"*[1 — jsign(w) tan (7/2b)]), and
thus F ~  (-) can always be expressed in the integral form for
numerlcalpevaluatlon Using (7), we can now express I’z (0)
in terms of the cdf of P, ., for 0 < o < Ry, as

Fr,(0) =P{R. < 0}
P,
:1—P{Pm€§a§K1+ )z@ 1”
74 ”z
(14 F) 201
=1- F- L
Prye (W/\ Cl/b)b%

In addition, F'g, () = 0 forp < O and Fr, (p) = 1forp > Ry,
since the RV R, in (7) satisfies 0 < Ry < Ry, i.e., the MSR of
the legitimate link in the presence of colluding eavesdroppers
is a positive quantity which cannot be greater than the MSR of
the legitimate link in the absence of eavesdroppers. This is the
result in (9) and the proof is complete. O

3We use S(a, 3. ) to denote the distribution of a real stable RV with charac-
teristic exponent o € (0, 2], skewness 3 € [-1. 1], and dispersion v € [0, oc).
The corresponding characteristic function is [14]

o(w) = {oxp ( || [1 — j3sign(w) tan (’r )}) . aF#Fl

exp (—7|w| [1 4 j 2 Bsign(ew) In |w| T) a=1. (1
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TABLE II
COMPARISON BETWEEN THE CASES OF NONCOLLUDING AND COLLUDING EAVESDROPPERS CONSIDERING A SINGLE LEGITIMATE LINK

AND A CHANNEL GAIN OF THE FORM ¢(r) = 1/r2*
Non-colluding Colluding
R‘x,e = % -Prx,e = 2301 RP;b
76 /5 b
fpmc(:c):g—;‘c(%) exp <77r)\e (%) >,x20 RX,eN$<(X:%,,871 'y—r)\ecl/bP/ )
/b
% ! <1+1Tf@6—2>2*g—1
Fg,(0) =1—exp | —mhe | 7——2—— 0Ze<Re | Fr (o) =1-Fp | >t e — | 0<o<
1+ 2b 5 |27e-1 A
e %
mthPrxewS % B=1,~v= )
N 176
Pexist = exp | —mAer? | 24 Dexi
exist ety c2 exist = Pr\c (71')\07‘2 1/b) GZ
E{Nout} = )\—‘7 E{Nout} = f smc( )

C. Existence and Outage of the MSR of a Single Link

Based on the results of Section IV-B, we can now obtain the
probability of existence of a nonzero MSR, and the probability
of secrecy outage for a single legitimate link in the presence of
colluding eavesdroppers. The following corollary provides such
probabilities.

Corollary 4.1: Tf1I. is a Poisson process with density A, and
g(r) = 1/7%",b > 1, the probability of existence of a nonzero
MSR in the legitimate link pexist = P{R, > 0} is given by

o2
(W/\ET%C;/%))Z’U%

and the probability of an outage in the MSR of the legitimate
link, poutage(0) = P{Rs < o} for p > 0, is given by

(1+ F)2e-1

(14)

Pexist = F_Frl .

_J1-F5 - , 0<p<R
poutage(g) - Pry (71—)\ Cl/h)b % K ¢
1, 0>Re
15)
where R = log, (1 + Pi/rio 2) is the capacity of the legiti-

mate channel; and F~ ( ) is the cdf of the normalized stable

RV P7 2.6, With parameters given in (12).
Proof. The expressions for pexist and Poutage(0) follow
directly from (9). O

D. Colluding versus Noncolluding Eavesdroppers for a Single
Link

We have so far considered the fundamental secrecy limits of
a single legitimate link in the presence of colluding eavesdrop-
pers. According to Theorem 4.1, such a scenario is equivalent to
having a single eavesdropper with an array that collects a total
power P, . = > o0 P/ Rf”, In particular, when the eaves-
droppers are positioned according to an homogeneous Poisson
process, Theorem 4.2 shows that the RV P, . has a skewed
stable distribution.

We can obtain further insights by establishing a direct com-
parison with the case of a single legitimate link in the presence
of noncolluding eavesdroppers. In such a scenario, the MSR
does not depend on all eavesdroppers, but only on the one with
maximum received power (i.e., the closest one, when only path
loss is present). Thus, the total eavesdropper power is given by

P2 = Py/R2" . Table Il summarizes the differences between
the colluding and noncolluding scenarios for a single legitimate
link.

E. iS-Graph With Colluding Eavesdroppers

To study the effect of colluding eavesdroppers, we have so far
made a simplification concerning the legitimate nodes. Specifi-
cally, we considered only a single legitimate link with determin-
istic length . as depicted in Fig. 3, thus eliminating the ran-
domness associated with the position of the legitimate nodes.
We now revisit the ¢S-graph model depicted in [10, Fig. 2],
where both legitimate nodes and eavesdroppers are distributed
according to Poisson processes LI, and I1.. In particular, the fol-
lowing theorem characterizes the effect of collusion in terms of
the resulting average node degree in such a graph.

Theorem 4.3: For the Poisson & —graph with colluding eaves-
droppers secrecy rate threshold ¢ = 0, equal noise powers
02 = o2, and channel gain function g(r) = 1/r?,b > 1,
the average degrees are given by

A 1
E{Ni,} = E{Nou} = qm(’(()) (16)
where Ny, and N,y denote, respectively, the in- and out-de-
grees of a typical node, and sinc(x) £ sin(rz) /7.

Proof: We consider the process II, U {0} obtained by
adding a legitimate node to the origin of the coordinate system,
and denote the out-degree of the node at the origin by Nyt.
Using (7), we can write

Nout :# {xi € Hf : Rs,’i, > 0}

P, o\ /b
:#{[EiEH/iji< <Pi ) }
ra,e

2

V2

The average out-degree can be determined as*

E{Nout} =Emn,.n, {IL{Bo(r)}}

= [EHC {)\@71’1/2}
P\ 1/
= AemEp, { (P:) ‘ (17)
4We use B, (p) = {y € R? : |y — x| < p} to denote the closed two-

dimensional ball centered at point x, with radius p.
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where the RV P, . has a stable distribution with parameters
given in (13). As before we define the normalized stable RV
Proe 2 Prpoy ? withy = 7A cl/bpl/b such that Py, . ~
& (1/b,1,1). Then, we can rewrite (17) as
Ae

[E{-Z\’out} = _Cl/bIE{ m:le/b}' (18)
Using the Mellin transform of a stable RV, we show in
Appendix B that (18) simplifies to the expression in (16).

Noting that E{Ni, } = E{Nout }, the theorem follows. O
It is insightful to rewrite (16) as

E{ Nous|colluding} = E{ N, |noncolluding} - n(b)

where n(b) = sinc(1/b), and n(b) < 1 for b > 1. The function
n(b) can be interpreted as the degradation factor in average con-
nectivity due to eavesdropper collusion. In the extreme where
b = 1 (free-space propagation), we have complete loss of se-
cure connectivity with (1) = 0. This is because the series

Pope=>7"F /RQb diverges (i.e., the total received eaves-
dropper power is infinite), so the resulting average node degree
is zero. In the other extreme where b — oo, we achieve the
highest secure connectivity with n(oo) = 1. This is because the
first term P/ R2% in the P,.. . series (corresponding to the non-
colluding term) is dominant, so the average node degree in the
colluding case approaches the noncolluding one. In conclusion,
cluttered environments with larger amplitude loss exponents &
are more favorable for secure communication, in the sense that
in such environments collusion only provides a marginal per-
formance improvement for the eavesdroppers.

F. Numerical Results

We now illustrate the results obtained in the previous sec-
tions with a simple case study. We consider the case where
o = o? , i.e., the legitimate link and the eavesdrop-
pers are subject to the same noise power, which is introduced by
the electronics of the respective receivers. Furthermore, we con-
sider that the amplitude loss exponentis b = 2, in which case the
cdf of P,,. . for colluding eavesdroppers can be expressed using
the Gaussian Q)-function as F5  (#) = 2Q(1/y/), x> 0.1n

addition, (14) and (15) reduce respectrvely, to

Pesis = 2Q (mAcrECT} ) (19)
and
poutage(@)
Py
- 22
_ ) 1-2Q | ALy 7 0<p<Ry
H—'r‘? 2 2—e—1
1 0>Ry
(20)

From these analytical results, we observe that of all the fol-
lowing factors lead to a degradation of the security of commu-
nications: increasing . or r,, decreasing P, /o2, or allowing
the eavesdroppers to collude.

0.3 T T T T T T T

0.25r i
Non-colluding

Colluding
0.1
0.05H
0 . . I . . . .
0 0.5 1 1.5 2 25 3 3.5 4

normalized power x

Fig. 5. PDF fp,, ./p,(7) of the (normalized) received eavesdropper power
P,. ../ P, for the cases of colluding and noncolluding eavesdroppers (b = 2,
A, = 0.5 m™2),

A )
R Non-colluding, v, = 1m g
0.9F ;
. = Non-colluding, 7, = 2m
0.8+ “ : Colluding, 7o = 1m 4
he? O = = == Colluding, , = 2m
0.7f v 4
A
b s

0.6 “ ‘ 2

ey A B
%05 S0 .

= )

A )
0.4 . o

A S
Al
0.3f % =
.
.
0.2 . 4
Al
.
-
01 = -~ - % . = |
0 L L ilh hJL N = L
0 0.05 0.1 0.15 0.2 0.25 0.3
Ae (m72)

Fig. 6. Probability pexisc of existence of a nonzero MSR versus the eaves-
dropper density A., for the cases of colluding and noncolluding eavesdroppers,
and various values of r; (b = 2).

Fig. 5 compares the probability density functions (pdfs) of
the (normalized) received eavesdropper power P, . / Py, for the
cases of colluding and noncolluding eavesdroppers. For b > 1,
it is clear that 3°7° ) 1/R2% > 1/R2 as., ie., the received
eavesdropper power P, . is larger in the colluding case, re-
sulting in a pdf whose mass is more biased towards higher real-
izations of P, ..

Fig. 6 plots the probability pexist Of existence of a nonzero
MSR, given in (19), as a function of the eavesdropper density
Ae, for various values of the legitimate link length 7,. As pre-
dicted analytically, the existence of a positive MSR becomes
less likely by increasing A, or ry. A similar degradation in se-
crecy occurs by allowing the eavesdroppers to collude, since
more signal power from the legitimate user is available to the
eavesdroppers, improving their ability to decode the secret mes-
sage.

Fig. 7 quantifies the probability poutage Of secrecy outage,
given in (20), as a function of the desired secrecy rate p, for
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Fig. 8. Normalized average node degree of the ¢S-graph, E{ Noue }/(Ae/Ac),
versus the amplitude loss exponent b, for the cases of colluding and noncol-
luding eavesdroppers.

various values of eavesdropper density. The vertical line marks
the capacity R, of the legitimate link, which for the parameters
indicated in Fig. 7 is

Re=logs (1—|— %) =3.46 bits per complex dimension.
]

As expected, if the target secrecy rate ¢ set by the transmitter
exceeds Ry, a secrecy outage occurs with probability 1, since
the MSR R s cannot be greater that the capacity R, of the legit-
imate link. In comparison with the noncolluding case, the ability
of the eavesdroppers to collude leads to higher probabilities of
secrecy outage. A similar degradation in secrecy occurs by in-
creasing the eavesdropper density A..

Fig. 8 quantifies the (normalized) average node degree of the
iS-graph, E{Nouc}/(Ae/Ae), versus the amplitude loss expo-
nent b. The normalizing factor A/ A, corresponds to the average

out-degree in the noncolluding case. As predicted analytically,
we observe that in the colluding case, the normalized average
out-degree 7(b) = E{ Nous } /(Ae/Ae) is strictly increasing with
b. Furthermore, n(1) = 0 because the received eavesdropper
power Pr, . is infinite, and 7(oc) = 1 because the first (non-
colluding) term in the P, . series dominates the other terms.
It is apparent from the figure that cluttered environments with
larger amplitude loss exponents b are more favorable for secure
communication, as discussed.

V. CONCLUSION

This two-part paper investigated the secrecy properties of sto-
chastic networks, from an information theoretic perspective. In
Part I, we introduced the +S-graph, which captures the connec-
tions that can be securely established with strong secrecy over a
large-scale network, in the presence of eavesdroppers. We char-
acterized the local connectivity of the ¢S-graph, and proposed
techniques to improve it.

In this second part, we investigated the achievable secrecy
rates and the effect of eavesdropper collusion. Specifically, we
characterized the pdf of the MSR R, ; between a legitimate
node and its ith neighbor, as well as the probability of existence
of a nonzero MSR and the probability of secrecy outage. We
quantified how these metrics depend on the densities Az, A, the
signal-to-noise-ratio P /o2, and the amplitude loss exponent b.

Then we established the fundamental secrecy limits when the
eavesdroppers are allowed to collude, by showing that this sce-
nario is equivalent to an SIMO Gaussian wiretap channel. For
an arbitrary spatial process 1I. of the eavesdroppers, we de-
rived the MSR of a legitimate link. Then, for the case where
IL. is a spatial Poisson process and the channel gain is of the
form g(r) = 1/r?®, we obtained the cdf of MSR of a legiti-
mate link, and the average degree in the #S-graph with colluding
eavesdroppers. We concluded that as we increase the density A,
of eavesdroppers, or allow the eavesdroppers to collude, more
power is available to the adversary, improving their ability to
decode the secret message, and hence decreasing the MSR of le-
gitimate links. Furthermore, we showed that cluttered environ-
ments with large amplitude loss exponent » are more favorable
for secure communications, in the sense that in such regime col-
lusion only provides a marginal performance improvement for
the eavesdroppers.

Our work has not yet addressed all of the far-reaching im-
plications of the broadcast property of the wireless medium. In
the most general scenario, legitimate nodes could, for example,
transmit their signals in a cooperative fashion, whereas mali-
cious nodes could use jamming to disrupt all communications.
Further work is also necessary to develop practical systems that
implement the principles of physical-layer security. Although
there has been recent work in that direction [16]-[19], prac-
tical codes need to be devised to achieve the secrecy capacity,
in the presence of channel randomness and multiple (possibly
colluding) eavesdroppers. We hope that further efforts in com-
bining stochastic geometry with information-theoretic princi-
ples will lead to a more comprehensive treatment of wireless
security.
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APPENDIX A
PROOF OF THEOREM 3.1

The MSR R,; in (2) can be expressed as R,; =
[Rei— R.)T, where Re; = log, (1 + P /Rgfi#) and
R. = log, (1+ Pk/Rgf’laQ). The RV Ry is a transforma-
tion of the RV X; = Rii through the monotonic function
g(z) = log, (14 P¢/2"0?), and thus its pdf is given by the
e fr.,(0) = (/1@ fx,(5)],—y () Note that the
sequence { X;}52, represents Poisson arrivals on the line with
the constant arrival rate w\,, as can be easily shown using the
mapping theorem [20, Sec. 2.3]. Therefore, the RV X; has an
Erlang distribution of order ¢ with rate w A, and its pdf is given

by
(,R_A/j)il,iflefwk,g;r

(i— 1)

Then, applying the above rule, f, ,(¢) can be shown to be

fx (x) = z > 0.

i i/b
fo (g lnp AT (PO 2
L — —
f

INZ2EYH2ANY = =

P, 1/b
‘ xexp | =mAe (20 = 1) 1)

flor o > 0. Replacing Ay with A\, and setting 7« = 1, we obtain
the pdf of R, as

7T)\e PK L/b 2¢
fr.(0) =In2 b (0—2) m

P 1/b
X exp —7T/\t.,< = ) (22)

20 -1

for ¢ > 0. Since the sequences {R,;}2; and {R. ;}72, are
mutually independent, so are the RVs R ; and K. This implies
that the cdf of R, ; = [Ré,i — Re]+ can be obtained through
convolution of fr, ,(¢) and fr, (o) as

Fr, (o) =P {[RM - R < Q}
“1- [ L@ @)
v e
for ¢ > 0. Replacing (21) and (22) into (23), we obtain (3).

APPENDIX B
DERIVATION OF (16)

Let the Mellin transform of an RV X with pdf fx (x) be de-
fined as’

Mx(s) £ / msf\("r)dr (24)
Jo
If X ~S(a.1,1) with0 < a < 1, then [21, eq. (17)]
' —s/a T (1 — £
mr= (o (5) RS e

5In the literature, the Mellin transform is sometimes defined differently as
Mx(s) 2 Iy @~ fx (x)dx. For simplicity, we prefer the definition in (24).

for —1 < Re{s} < «. Then, since }N)m,e ~ S(a.1.1) with
a =1/b € (0,1), we use (25) to write

[E{]S,;‘:‘e = / x " f5  (x)ds
Jo e
= ./ME”: P(—(I)

s (%)
" ta) (26)

Using (10) and (26), we expand (18) as

[E{l out} — i\—/CQ[E{ﬁT;O;}

)\g 1 -«

A D@2—a)T(1+a)

_A¢ sin(ra)

Ae T

where we used the following properties of the gamma function:



PINTO et al.: SECURE COMMUNICATION IN STOCHASTIC WIRELESS NETWORKS—PART II 147

[15] M. Z. Win, P. C. Pinto, and L. A. Shepp, “A mathematical theory
of network interference and its applications,” Special Issue on Ultra-
Wide Bandwidth (UWB) Technology and Emerging Applications, Proc.
IEEE, vol. 97, no. 2, pp. 205-230, Feb. 2009.

[16] A. Thangaraj, S. Dihidar, A. R. Calderbank, S. McLaughlin, and J.-M.
Merolla, “On achieving capacity on the wire tap channel using LDPC
codes,” in Proc. IEEE Int. Symp. Inf. Theory, 2005.

[17] A. Thangaraj, S. Dihidar, A. R. Calderbank, S. W. McLaughlin, and
J.-M. Merolla, “Applications of LDPC codes to the wiretap channel,”
IEEE Trans. Inf. Theory, vol. 53, no. 8, pp. 2933-2945, Aug. 2007.

[18] J. Muramatsu, “Secret key agreement from correlated source outputs
using low density parity check matrices,” IEICE Trans. Fund. Elec.
Commun. Comp., vol. E89-A, no. 7, pp. 2036-2046, Jul. 2006.

[19] H. Mahdavifar and A. Vardy, Achieving the Secrecy Capacity of
Wiretap Channels Using Polar Codes 2010 [Online]. Available:
http://arxiv.org/abs/1001.0210

[20] J. Kingman, Poisson Processes.
1993.

[21] V. M. Zolotarev, “Mellin-Stieltjes transforms in probability theory,”
Theory of Probability and its Applications, vol. 2, p. 433, 1957.

London, U.K.: Oxford Univ. Press,

Pedro C. Pinto (S’04-M’10) received the Licen-
ciatura degree with highest honors in electrical
and computer engineering from the University of
Porto, Portugal, in 2003, and the M.S. degree in
electrical engineering and computer science from
the Massachusetts Institute of Technology (MIT),
in 2006. Since 2004, he has been with the MIT
Laboratory for Information and Decision Systems
(LIDS), where he is now a Ph.D. candidate.

His main research interests are in wireless commu-
nications and signal processing.

Mr. Pinto was the recipient of the MIT Claude E. Shannon Fellowship in
2007, the Best Student Paper Award at the IEEE International Conference on
Ultra-Wideband in 2006, and the Infineon Technologies Award in 2003.

Jodo Barros (M’04) received his undergraduate ed-
ucation in electrical and computer engineering from
the Universidade do Porto (UP), Portugal, and Uni-
versitaet Karlsruhe, Germany, and the Ph.D. degree
in electrical engineering and information technology
from the Technische Universitaet Muenchen (TUM),
Germany.

He is an Associate Professor of Electrical and
Computer Engineering at the University of Porto
and the head of the Instituto de Telecomunicagdes
in Porto, Portugal. Since 2008, he has also been
a Visiting Professor with the Massachusetts Institute of Technology (MIT).

In February 2009, he was appointed National Director of the CMU-Portugal
Program, a five-year international partnership with a total budget of 56M
Euros, which fosters collaborative research and advanced training among 12
Portuguese universities and research institutes, Carnegie Mellon University,
and more than 80 companies. In recent years, he has published more than 120
papers in the fields of information theory, networking and security, with a
special focus on network coding, physical-layer security, sensor networks, and
intelligent transportation systems.

Dr. Barros was the recipient of the 2010 IEEE Communications Society
Young Researcher Award for Europe, the Middle East, and Africa region and
of a best teaching award by the Bavarian State Ministry of Sciences, Research
and the Arts. Work he coauthored on wireless information-theoretic security
received the IEEE Communications Society and Information Theory Society
Joint Paper Award, resulting in a book titled Physical-Layered Security: From
Information Theory to Security Engineering and published by Cambridge
University Press in 2011.

Moe Z. Win (S’85-M’87-SM’97-F’04) received
the B.S. degree (magna cum laude) in electrical
engineering from Texas A&M University in 1987,
the M.S. degree in electrical engineering from the
University of Southern California (USC) in 1989,
and both the Ph.D. degree in electrical engineering
and the M.S. degree in applied mathematics as a
Presidential Fellow from USC in 1998.

He is an Associate Professor at the Massachusetts
Institute of Technology (MIT). Prior to joining MIT,
he was at AT&T Research Laboratories for five years
and at the Jet Propulsion Laboratory for seven years. His research encompasses
developing fundamental theory, designing algorithms, and conducting experi-
mentation for a broad range of real-world problems. His current research topics
include location-aware networks, time-varying channels, multiple antenna sys-
tems, ultra-wide bandwidth systems, optical transmission systems, and space
communications systems.

Prof. Win is an IEEE Distinguished Lecturer and elected Fellow of the IEEE,
cited for “contributions to wideband wireless transmission.” He was honored
with the IEEE Eric E. Sumner Award (2006), an IEEE Technical Field Award
for “pioneering contributions to ultra-wideband communications science and
technology.” Together with students and colleagues, his papers have received
several awards including the IEEE Communications Society’s Guglielmo Mar-
coni Best Paper Award (2008) and the IEEE Antennas and Propagation Society’s
Sergei A. Schelkunoff Transactions Prize Paper Award (2003). His other recog-
nitions include the Laurea Honoris Causa from the University of Ferrara, Italy
(2008), the Technical Recognition Award of the IEEE ComSoc Radio Com-
munications Committee (2008), Wireless Educator of the Year Award (2007),
the Fulbright Foundation Senior Scholar Lecturing and Research Fellowship
(2004), the U.S. Presidential Early Career Award for Scientists and Engineers
(2004), the ATAA Young Aerospace Engineer of the Year (2004), and the Office
of Naval Research Young Investigator Award (2003).



